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Abstract : 

In order to function safely and reliably, electrical systems used in power electronics, 

communication, industrial control, and consumer applications must be able to detect faults. As 

systems become more complex and data quantities increase, traditional fault detection methods 

based on thresholds, rules, and analytical models usually fail to function properly when 

conditions are not linear or change. Artificial intelligence (AI) tools have evolved into 

outstanding data-driven solutions for automatic defect identification. This review paper 

provides an overview of AI-based fault detection techniques for electrical systems, which 

include machine learning, deep learning, and unsupervised anomaly detection methods.  

Common defect types, data acquisition and feature processing procedures, performance 

evaluation metrics, and major application areas such as printed circuit boards, power 

electronic systems, integrated circuits, electric drives, and embedded systems are discussed. 

The benefits of AI-based techniques, such as early defect detection and increased 

dependability, are highlighted, along with significant challenges related to data availability, 

processing needs, and model interpretability. Future research directions include edge 

intelligence, explainable AI, and hybrid data-driven models. 
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Introduction : 

Electronic systems are essential components of modern technology, with applications 

ranging from industrial automation to power systems, communication networks, transportation, 

healthcare, and consumer electronics. Advances in microelectronics have enabled compact and 

highly integrated systems, but greater complexity makes them more susceptible to failure, 

raising concerns about reliability and maintenance [i, ii] Manufacturing defects, component 

aging, thermal stress, ambient conditions, and electromagnetic interference may lead to faults. 

Common faults include permanent issues like open and short circuits, transient faults generated 

by unstable connections, and dynamic faults induced by progressive changes in component 

characteristics. Early detection of faults is challenging because fault indicators are frequently 

weak, nonlinear, and hidden by noise, especially in complex systems. [iii, iv] 

Traditional fault detection methods, such as threshold-based monitoring, rule-based 

systems, and model-based processes, are useful in simple systems but have limitations in 

modern applications. These methods depend on precise models, expert knowledge, and manual 

feature extraction, but their performance degrades under nonlinear behavior, changing 

operating conditions, and unknown fault conditions [v, vi]. AI provides a data-driven approach 

to fault detection. Machine learning procedures identify fault patterns directly from data, 

whereas deep learning techniques extract features from raw signals and time-series data. These 

methods have shown higher accuracy and flexibility in predictive maintenance, power system 

monitoring, and circuit testing [vii, viii]. Deep learning-based anomaly detection is beneficial 

when labelled fault data is limited, as it simulates typical system behaviour and detects 

anomalous variations. However, issues such as data availability, computational cost, model  
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generalization, and interpretability exist [ix, x]. 

This paper provides an overview of AI-based fault detection in electronic systems, 

including typical defect types, limitations of traditional methods, and new machine learning, 

deep learning, and anomaly detection techniques. 

Faults and Traditional Fault Detection Approaches : 

Electronic systems experience various faults that affect reliability and performance. 

Common fault types include permanent faults such as open and short circuits, intermittent 

faults caused by loose connections or environmental effects, and parametric faults resulting 

from aging and thermal stress. Soft or incipient faults develop gradually and are difficult to 

detect early, while timing, thermal, and signal-related faults are critical in high-speed electronic 

systems. This basic fault classification helps describe fault behaviour and supports the selection 

of suitable detection methods [xi, xii, xiii, xv] 

Traditional fault detection approaches rely on threshold-based monitoring, rule-based 

systems, hardware redundancy, and model-based diagnosis. Threshold methods compare 

measured signals with fixed limits, whereas rule-based techniques use expert knowledge for 

fault identification. Model-based approaches detect faults by comparing measured outputs with 

values estimated from mathematical models using residual analysis [xi, xiv]. Although 

effective for well-understood systems, these methods depend strongly on accurate models and 

prior knowledge and are sensitive to noise, uncertainties, and nonlinear behaviour. As a result, 

their effectiveness is limited in modern complex electronic systems [ xii, xv, xvi]. 

 

Figure 1. Classification of faults in electronic systems and their typical characteristics. 

Artificial Intelligence Techniques for Fault Detection : 

Artificial intelligence (AI) techniques play an important role in fault detection for 

electronic and industrial systems because they can learn complex patterns from large amounts 
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of sensor data and adapt to varying operating conditions. Unlike traditional model-based 

methods, AI-based approaches are data-driven and can effectively handle nonlinearity, noise, 

and uncertainty. Recent studies report improved diagnostic accuracy and early fault detection 

using AI in applications such as rotating machinery, power electronics, embedded systems, and 

industrial monitoring [xvii, xviii, xix] based on data availability and application needs, AI 

techniques for fault detection are generally classified into classical machine learning, deep 

learning, unsupervised or anomaly detection, and hybrid and explainable approaches. 

Classical machine learning methods are widely used due to their simplicity and low 

computational cost. Techniques such as support vector machines, k-nearest neighbours, 

decision trees, random forests, and logistic regression rely on manually extracted features from 

time-domain, frequency-domain, or time–frequency analysis. These methods show good 

performance for well-defined fault conditions and stable operating environments but depend 

heavily on expert-designed features and prior knowledge, which limits their scalability and 

generalization for complex systems [xvii, xix] 

Deep learning techniques overcome these limitations by enabling end-to-end learning 

directly from raw data. Convolutional neural networks are commonly applied to vibration 

signals, current signatures, acoustic data, and inspection images, while recurrent neural 

networks and long short-term memory models effectively capture temporal dependencies in 

time-series data [xviii]. Auto encoder-based models further enhance fault detection by learning 

compact representations of normal system behaviour and identifying faults through 

reconstruction errors [xx, xxi]. Despite their high accuracy, deep learning models require large 

labelled datasets, significant computational resources, and suffer from limited interpretability 

[ xxii]  

Unsupervised and anomaly detection methods are particularly useful when labelled 

fault data are scarce. These approaches learn normal operating behaviour and detect deviations 

as potential faults. One-class classifiers and auto encoder-based methods are widely used, while 

recent transformer-based architectures improve anomaly detection by capturing long-range 

dependencies in multivariate time-series data [xxiii, xxiv ]. However, these methods may 

generate false alarms under changing conditions, and threshold selection remains challenging. 

Hybrid and explainable AI approaches aim to improve robustness and trust by 

combining data-driven models with physical knowledge or interpretability techniques. Physics-

informed and federated learning frameworks enhance generalization, data privacy, and 

reliability, while explainable AI methods such as SHAP and attention mechanisms help 

interpret model decisions and support practical deployment [ xxv, xxvi, xxvii]. 
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Figure 2. Block diagram of an AI-based fault detection framework 

Table 1. AI techniques used for fault detection 

AI Techniques Methods  Features Limitations 

Classical 

machine 

learning 

Support Vector Machine (SVM), k-

Nearest Neighbors (k-NN), Decision 

Tree (DT), Random Forest (RF), 

Logistic Regression (LR) 

Low cost; 

handcrafted 

features 

Feature 

dependence; 

poor 

generalization 

Deep learning Convolutional Neural Network (CNN), 

Recurrent Neural Network (RNN), 

Long Short-Term Memory (LSTM), 

Autoencoder (AE) 

End-to-end 

learning; high 

accuracy 

Large data; 

high 

computation; 

low 

interpretability 

Unsupervised / 

anomaly 

detection 

One-Class Classifier, Autoencoder 

(AE), Transformer 

No labels 

required; 

normal-

pattern 

learning 

False alarms; 

threshold 

sensitivity 

Hybrid & 

explainable AI 

Physics-informed models, Federated 

Learning, SHapley Additive 

exPlanations (SHAP), Attention 

Robust; 

interpretable; 

privacy-

aware 

Model 

complexity; 

implementation 

effort 

Data, Features, and Evaluation : 

AI-based fault detection relies on data collected from electronic systems. Common 

signals include voltage and current waveforms, which reflect operating conditions and 

electrical faults. Thermal and infrared data are used to detect overheating and abnormal power 

losses, especially in power electronics and printed circuit boards. Vibration and acoustic signals 

are widely applied in rotating machines to identify mechanical faults, while optical and infrared 

images support surface defect detection and component inspection [ xvii, viii, iii]. Raw sensor 

data often contain noise and redundant information, making pre-processing necessary. Typical 
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steps include normalization, filtering, resampling, and window-based segmentation. Noise 

reduction techniques such as smoothing filters and wavelet de-noising are commonly applied, 

while data balancing methods help address limited fault samples [v]. Feature extraction 

converts signals into fault indicators. Time-domain features describe signal amplitude 

behaviour, frequency-domain features capture fault-related spectral information, and time–

frequency features are effective for non-stationary signals. Dimensionality reduction 

techniques such as principal component analysis reduce redundancy and computational cost 

[xxviii]. Model performance is evaluated using accuracy, precision, recall, F1-score, confusion 

matrices, and false alarm rate [xxix]  

Applications : 

In printed circuit board (PCB) inspection, AI-based fault detection is used to identify 

solder joint defects, missing components, short circuits, and thermal anomalies. Machine 

learning and deep learning models analyse electrical test data and optical or infrared images to 

improve inspection accuracy and reduce manual testing effort [xvii, viii]. For power electronic 

systems, AI techniques are applied to detect faults in converters, inverters, and power 

semiconductor devices using voltage, current, and thermal signals. These methods support 

early fault detection and predictive maintenance in renewable energy systems and electric 

vehicles [xxix, xvii]. In IC and VLSI systems, AI-based fault detection focuses on identifying 

manufacturing defects, timing faults, and aging-related degradation. Machine learning models 

analyse test vectors and signal responses to improve fault coverage and reduce testing time in 

complex circuits [v]. Electric motors and rotating machinery widely use AI-based fault 

detection to identify bearing faults, rotor defects, and misalignment. Vibration and current 

signals are commonly analysed using deep learning and anomaly detection methods to enable 

condition-based maintenance [viii, iii] In embedded systems, lightweight AI models are 

deployed for real-time fault detection in sensors, actuators, and communication modules. Edge-

based fault detection improves system reliability while reducing data transmission and 

computational overhead in industrial and IoT applications [i] 

Conclusion and Future prospects : 

This review has presented an overview of artificial intelligence based fault detection 

techniques for electronic systems, covering fault types, data processing methods, AI models, 

and key application areas. AI-based approaches offer clear advantages over traditional 

methods, including early fault detection, higher diagnostic accuracy, adaptability to complex 

and nonlinear systems, and reduced reliance on precise physical models. However, their 

practical deployment is still limited by challenges such as data scarcity and labelling effort, 

high computational requirements, model generalization under changing conditions, and limited 

interpretability. Future research is expected to focus on edge and real-time fault detection, 

explainable and trustworthy AI models, hybrid data-driven and physics-based approaches, and 

efficient learning methods that can operate with limited data. Addressing these challenges will 

be essential for the wider adoption of AI-based fault detection in reliable and safety-critical 

electronic systems. 

References : 



RESEARCH HUB 
International Peer-Reviewed Multidisciplinary E-Journal 

Website : www.researchhub.org.in/research-hub                  !!                  Email : researchhubjournal@gmail.com 

Published In Collaboration With 
                                                                          Nabira Mahavidyalay, Katol                                                                                                        

                           INTERNATIONAL CONFERENCE ON ARTIFICIAL INTELLIGENCE & THE FUTURE OF SOCIETY  Page-288 

Volume-7 (2026) 
Special Issue-2 (March) 

ISSN 

2582-9173 

 

 
• iY. Lei, N. Li, L. Guo, N. Li, T. Yan, and J. Lin, Machinery health prognostics: A systematic review from 

data acquisition to RUL prediction, Mechanical Systems and Signal Processing 104, 799 (2017). 

https://doi.org/10.1016/j.ymssp.2017.11.016   

• W. Zhang, D. Yang, and H. Wang, Data-Driven Methods for Predictive Maintenance of Industrial 

Equipment: A survey, IEEE Systems Journal 13, 2213 (2019). 

https://doi.org/10.1109/JSYST.2019.2905565  

• A. K. S. Jardine, D. Lin, and D. Banjevic, A review on machinery diagnostics and prognostics 

implementing condition-based maintenance, Mechanical Systems and Signal Processing 20, 1483 

(2005). https://doi.org/10.1016/j.ymssp.2005.09.012  

• M. Pradhan and B. B. Bhattacharya, A survey of digital circuit testing in the light of machine learning, 

Wiley Interdisciplinary Reviews Data Mining and Knowledge Discovery 11, (2020). 

https://doi.org/10.1002/widm.1360  

• A. Widodo and B.-S. Yang, Support vector machine in machine condition monitoring and fault diagnosis, 

Mechanical Systems and Signal Processing 21, 2560 (2007). 

https://doi.org/10.1016/j.ymssp.2006.12.007  

• R. Vaish, U. D. Dwivedi, S. Tewari, and S. M. Tripathi, Machine learning applications in power system 

fault diagnosis: Research advancements and perspectives, Engineering Applications of Artificial 

Intelligence 106, 104504 (2021). https://doi.org/10.1016/j.engappai.2021.104504  

• O. Serradilla, E. Zugasti, J. Rodriguez, and U. Zurutuza, Deep learning models for predictive 

maintenance: a survey, comparison, challenges and prospects, Applied Intelligence 52, 10934 (2022). 

https://doi.org/10.1007/s10489-021-03004-y  

• Z. Zhu, Y. Lei, G. Qi, Y. Chai, N. Mazur, Y. An, and X. Huang, A review of the application of deep 

learning in intelligent fault diagnosis of rotating machinery, Measurement 206, 112346 (2023). 

https://doi.org/10.1016/j.measurement.2022.112346  

• G. Pang, L. Cao, and C. Aggarwal, Deep learning for Anomaly Detection: Challenges, methods, and 

opportunities, WSDM ’21: Proceedings of the 14th ACM International Conference on Web Search and 

Data Mining 1127 (2021). https://doi.org/10.1145/3437963.3441659  

• Lundberg, S. M., & Lee, S.-I. (2017). A unified approach to interpreting model predictions. In 

Proceedings of the 31st International Conference on Neural Information Processing Systems (pp. 4768–

4777). Curran Associates, Inc. 

• Frank, P. M. (1990). Fault diagnosis in dynamic systems using analytical and knowledge-based 

redundancy: A survey and some new results. Automatica, 26(3), 459–474.  

• Isermann, R. (2006). Fault-diagnosis systems: An introduction from fault detection to fault tolerance. 

Springer. 

• Chen, J., & Patton, R. J. (1999). Robust model-based fault diagnosis for dynamic systems. Kluwer 

Academic Publishers. 

• Patton, R. J., Chen, J., & Nielsen, S. B. (1999). Model-based methods for fault diagnosis: Some 

guidelines. Proceedings of the IFAC Symposium SAFEPROCESS, 1–16. 

• Isermann, R., & Freyermuth, B. (1992). Fault detection, supervision and safety for technical processes. 

Pergamon Press. 

• Ding, S. X. (2014). Model-based fault diagnosis techniques: Design schemes, algorithms, and tools. 

Springer. 

• Y. Lei, B. Yang, X. Jiang, F. Jia, N. Li, and A. K. Nandi, Applications of machine learning to machine 

fault diagnosis: A review and roadmap, Mechanical Systems and Signal Processing 138, 106587 (2020). 

https://doi.org/10.1016/j.ymssp.2019.106587  

• Z. Zhu, Y. Lei, G. Qi, Y. Chai, N. Mazur, Y. An, and X. Huang, A review of the application of deep 

learning in intelligent fault diagnosis of rotating machinery, Measurement 206, 112346 (2022). 

https://doi.org/10.1016/j.measurement.2022.112346  

•  Zachariades and V. Xavier, A review of artificial intelligence techniques in fault diagnosis of electric   

machines, Sensors 25, 5128 (2025). https://doi.org/10.3390/s25165128  

https://doi.org/10.1016/j.ymssp.2017.11.016
https://doi.org/10.1109/JSYST.2019.2905565
https://doi.org/10.1016/j.ymssp.2005.09.012
https://doi.org/10.1002/widm.1360
https://doi.org/10.1016/j.ymssp.2006.12.007
https://doi.org/10.1016/j.engappai.2021.104504
https://doi.org/10.1007/s10489-021-03004-y
https://doi.org/10.1016/j.measurement.2022.112346
https://doi.org/10.1145/3437963.3441659
https://doi.org/10.1016/j.ymssp.2019.106587
https://doi.org/10.1016/j.measurement.2022.112346
https://doi.org/10.3390/s25165128


RESEARCH HUB 
International Peer-Reviewed Multidisciplinary E-Journal 

Website : www.researchhub.org.in/research-hub                  !!                  Email : researchhubjournal@gmail.com 

Published In Collaboration With 
                                                                          Nabira Mahavidyalay, Katol                                                                                                        

                           INTERNATIONAL CONFERENCE ON ARTIFICIAL INTELLIGENCE & THE FUTURE OF SOCIETY  Page-289 

Volume-7 (2026) 
Special Issue-2 (March) 

ISSN 

2582-9173 

 

 
• C. I. Chikezie, T. C. Okpara, and A. C. Mmadumbu, AUTOENCODERS FOR ANOMALY 

DETECTION: A COMPREHENSIVE ARCHITECTURAL REVIEW, COMPARATIVE INSIGHTS, 

AND PRACTICAL GUIDANCE, International Journal of Engineering Research and Technology 

(2025). DOI:10.70382/tijert.v08i5.010 

• A. Neloy and M. Turgeon, A comprehensive study of auto-encoders for anomaly detection: Efficiency 

and trade-offs, Machine Learning With Applications 17, 100572 (2024). 

https://doi.org/10.1016/j.mlwa.2024.100572  

• J. Cação, J. Santos, and M. Antunes, Explainable AI for industrial fault diagnosis: A systematic review, 

Journal of Industrial Information Integration 47, 100905 (2025). 

https://doi.org/10.1016/j.jii.2025.100905  

• A. Beghi, L. Cecchinato, C. Corazzol, M. Rampazzo, F. Simmini, and G. A. Susto, A One-Class SVM 

based tool for machine learning novelty detection in HVAC chiller systems, IFAC Proceedings 

Volumes 47, 1953 (2014). https://doi.org/10.3182/20140824-6-ZA-1003.02382  

• J. Kim, H. Kang, and P. Kang, Time-series anomaly detection with stacked Transformer representations 

and 1D convolutional network, Engineering Applications of Artificial Intelligence 120, 105964 (2023). 

https://doi.org/10.1016/j.engappai.2023.105964  

• Y. Wu, B. Sicard, and S. A. Gadsden, Physics-informed machine learning: A comprehensive review on 

applications in anomaly detection and condition monitoring, Expert Systems With Applications 255, 

124678 (2024). https://doi.org/10.1016/j.eswa.2024.124678 

• V. K, A. Rajakannu, R. Kp, and S. R. Av, Federated Learning-Based Futuristic fault diagnosis and 

Standardization in rotating Machinery, International Journal of Electronics and Communication 

Engineering 11, 223 (2024). https://doi.org/10.14445/23488549/IJECE-V11I9P120  

• E. Brusa, L. Cibrario, C. Delprete, and L. G. Di Maggio, Explainable AI for Machine Fault diagnosis: 

Understanding features’ contribution in machine learning models for industrial condition monitoring, 

Applied Sciences 13, 2038 (2023). DOI:10.3390/app13042038  

• Z. K. Peng, P. W. Tse, and F. L. Chu, A comparison study of improved Hilbert–Huang transform and 

wavelet transform: Application to fault diagnosis for rolling bearing, Mechanical Systems and Signal 

Processing 19, 974 (2004). https://doi.org/10.1016/j.ymssp.2004.01.006  

• A. K. S. Jardine, D. Lin, and D. Banjevic, A review on machinery diagnostics and prognostics 

implementing condition-based maintenance, Mechanical Systems and Signal Processing 20, 1483 

(2005). https://doi.org/10.1016/j.ymssp.2005.09.012   

https://doi.org/10.70382/tijert.v08i5.010
https://doi.org/10.1016/j.mlwa.2024.100572
https://doi.org/10.1016/j.jii.2025.100905
https://doi.org/10.3182/20140824-6-ZA-1003.02382
https://doi.org/10.1016/j.engappai.2023.105964
https://doi.org/10.1016/j.eswa.2024.124678
https://doi.org/10.14445/23488549/IJECE-V11I9P120
https://doi.org/10.3390/app13042038?urlappend=%3Futm_source%3Dresearchgate.net%26utm_medium%3Darticle
https://doi.org/10.1016/j.ymssp.2004.01.006
https://doi.org/10.1016/j.ymssp.2005.09.012

